Goal: The present work aims to present how the use of a blockchain two-factor authentication solution 2FA on a page developed on WordPress can contribute to the information security regarding user authentication. Design/Methodology/Approach: The research method employed is characterized as an exploratory research, since all the analysis is based on the theoretical reference data available on the subject. A field research was carried out in relation to the implementation of the multi-factor authentication plugin Hydro Raindrop MFA, which uses blockchain technology offered by The Hydrogen Technology Corporation and the Project Hydro platform over the Ethereum network. Thus, this paper sought to present and conceptualize some of the technologies used, pointing out their contribution to information security. Results: The main results showed that the use of decentralized technology, such as blockchain and the Hydro Raindrop Plugin, can contribute considerably in the process of user authentication, which may strengthen the safeguard of the information and assets of individuals and organizations by inhibiting or reducing the possibility of successful hacker attacks. This solution is at the forefront of innovation with regard to data security because it uses advanced blockchain technology. It might contribute in a satisfactory way to the preservation of critical data and information that are the core value of many organizations of the industry 4.0. Limitations of the investigation: This research was limited to analyzing how the implementation of the Hydro Raindrop multi-factor authentication solution on a WordPress page can be beneficial to ensure information security. Practical implications: This study's findings can contribute to entities interested in cybersecurity. As a suggestion for future works, analyses of plugins or similar solutions available on the market in distinct types of websites, or performance comparisons between them, may be relevant to contribute to scientific research. Originality/Value: This work can contribute in an innovative way to scientific research, since it addresses a recently created solution that uses blockchain technology as its basis for a safer method of authentication.
INTRODUCTION
The recent developments in Information Technologies are fomenting the fourth industrial revolution, in which physical goods are no longer the main source of value creation, and the growing role of the digital economy makes intangible assets play a vital role in business processes and the economy altogether. For this reason, preserving the integrity of data generated by several sources in the new digital economy is a key challenge (Jeny, 2018) .
With the expansion of services provided on the Internet, there is a need to implement technologies that provide users with an experience of reliability and integrity of the information sent and received while accessing Internet pages or applications. One of the most commonly used form of access to applications or websites is login and password authentication, which ensures that only properly-recognized users can access information or services. However, just as there is an evolution in the services provided, there is also an increase in malicious activity seeking to have access to sensitive information or cause the unavailability of the services (Tiwari et al., 2016) .
Companies that offer online services try various ways to defend themselves against illegal access to their customers' data, but even with the use of strong passwords created in accordance with the directives required by network administrators, user data may be at risk. Data theft does not exclusively affect social network accounts or email services while using the Internet; bank accounts or confidential business data can also be targeted by cybercriminals, which forces institutions to implement tools that authenticate the login process on their systems (Wiśniewska, 2018) .
To prevent attacks, according to Claessens et al. (2002) apud Vieira and Ruggiero (2007) , [...] there are works that propose the use of cell phones as a token that receives SMS messages as a way to send the OTP (one-time passwords) to the client. This method is relevant due to its use of separate channels; it is therefore more difficult for an attacker to gain control. However, this represents an additional cost for each authentication. The purpose of this paper is to analyze the advantages and disadvantages of a two-factor authentication (2FA) solution based on blockchain technology, which was implemented on a test page based on WordPress to examine if this solution can be an alternative to safeguard the integrity and reliability of websites or applications.
THEORETICAL FRAMEWORK

Information Security
According to Ferreira (2003, p. 1) , "Information is an asset that, like any other important asset, has value to the organization and, therefore, needs to be adequate and protected. Information security protects information." Personal and sensitive data, in general, should not be trusted in the hands of third-parties, where they are susceptible to attacks and misuse (Zyskind et al., 2015) .
In the digital era of Industry 4.0, companies cannot afford to ignore digital trust, as digital ecosystems can only function efficiently if all parties involved can trust in the security of their data and communication, as well as the protection of their intellectual property (Geissbauer et al., 2016) .
Security is one of the most important concerns in an Industry 4.0 implementation, given that vulnerabilities introduced during manufacturing (e.g. hardware Trojans and backdoors) can be difficult to detect (Lin et al., 2018) .
Information security is vital for any industry that wants to protect its data, not only due to common losses, for example, misplacement of servers, but also in terms of external threats from people of different types motivations for illicit purposes (Hajdarevic et al., 2012; Corrêa, 2018) .
Information Security can be defined as an area of knowledge dedicated to the protection of information assets from unauthorized access, improper alterations, or unavailability (Sêmola, 2003, p. 43) . Security can be compromised by some attitudes of its users, by the environment or structure surrounding it, or by malicious individuals with the objective of stealing, destroying, or altering information (Warkentin and Willison, 2009; Corrêa, 2018) . Therefore, in order to guarantee the security of information, it is fundamental that companies that offer the most diverse types of services, mainly in the financial sector, use advanced methods of authentication and encryption.
Authentication is a process of verifying the identity that appears in a system, that is, the system verifies the credentials of who is trying to access with those that are in the database. If successful, access to the system is allowed because the credentials have been validated. Authentication is divided in two ways, the first being identification, which would be the presentation of the identity to the system as login and password, and the second as verification, which compares the given identification with the stored data (Fares, 2015) .
Multi-Factor Authentication
Single-factor verification is the most popular way of protecting data and accounts with two simple information: login and password. Passwords can create a dilemma: weaker passwords are easy to remember; however, they are easy to guess. On the other hand, strong passwords can be difficult to guess, but they are also difficult to remember (Donohue, 2014) .
Using passwords is still the most common way to authenticate or prove identity online, but this method offers diminishing protection, as hackers can use a variety of phishing attacks, brute-force attacks, attacks on web applications, and intrusions at points of sale to steal passwords and cause considerable damage (Mckeown, 2017) .
Passwords do not provide sufficiently strong identity verification. In fact, any individual who obtains the password is able to log into that account and have access to sensitive data. In addition, account security is based solely on password strength, which in many cases is not adequately strong, since users favor simple solutions and most of the time do not like to remember a string of characters containing large, numeric, and special characters (Dacanay, 2017) .
As such, users often facilitate hacker activity by choosing weak passwords, using the same password for multiple applications, and keeping the same password for extended periods of time. These practices, although helpful for them to remember their logins, invite hackers to come in through the front door (Mckeown, 2017) .
In this sense, to ensure information security, it is important to use multi-factor authentication (MFA) methods, also known as: step authentication, advanced authentication, two-step verification, and two-factor authentication. These are security systems that require more than one method of authenticating credential-independent categories to verify the user's identity for a login or other transaction (Rouse, 2015) .
Unlike typical single-factor authentication, MFA requires users to prove their identity by providing at least two pieces of evidence in three main categories: what users know, what users have, and what users are (Mckeown, 2017) . According to Figure 1 . According to Wiśniewska (2018) , "the multi-factor authentication (MFA) method involves the use of at least three elements between: something the user knows, something the user is and something the user has": "a) Something the user knows -It can be a sign or a typical PIN that must be entered in an appropriate window. The level of security of this type of factor depends on length and complexity (use of distinct types of alphanumeric characters -both 1,2,3 and XyZ). b) Something that the user is -The ability to identify faces or read fingerprints is still not widely used and has already been partially questioned as an effective security method. As it happens that the fingerprint can be falsified, and intruders can also deceive the facial recognition tool with a mask or photograph. c) Something that the person has -It can be a pen drive connected to a computer, a card to open doors, a telephone to receive a code via SMS, or other items that will allow users to access it." (Wiśniewska, 2018) .
The multi-factor authentication method using SMS services is used by many organizations and services; however, SMS text message scans and unique codes are still susceptible to phishing attempts by hackers, as hackers can clone a telephone number and intercept the SMS authentication message, allowing unauthorized access to services (Coldewey, 2016) . Unfortunately, the special passcodes generated by traditional two-factor authentication systems usually consist of a string of random numbers, which can make them easy to phish since a hacker will merely need to trick users into disclosing their special codes (Kan, 2018) .
According to Rouse (2015) , there are other factors that can add extra layers of security to the authentication process, such as: "Location factors -the user's current location is generally suggested as a fourth factor for authentication. Once again, the omnipresence of smartphones can help ease the burden of authenti cati on: users typically carry their phones, and most smartphones have a GPS device, allowing reasonable confi rmati on of the login locati on. Time Factors -The current ti me is also someti mes considered a fourth factor for authenti cati on or, alternati vely, a fi ft h factor. Checking employee IDs at work ti mes may prevent some types of user account att acks. A bank client cannot physically use their debit card in the United States, for example, and then in Russia 15 minutes later. These kinds of logical locks can prevent many cases of online banking fraud". (Rouse, 2015) The principle of the MFA is that each factor compensates for the weakness of the others. For example, authenti cati on factors about "something the user knows" such as passwords and PIN codes may be suscepti ble to brute force (hackers forcing logins) or social engineering att acks. Thus, administrators can complement the security of their assets by adding a self-stressing factor that is not as easy to guess as "something the user has" by authenti cati ng users through their mobile devices or "something they are," such as a biometric fi ngerprint factor, iris or voice. Unless the hacker has all the factors required by the system, they will not be able to access the account (Dacanay, 2017) .
When a company requires its employees to provide more than one factor for authenti cati on in order to grant access to their data, it becomes more diffi cult for a criminal to impersonate an employee. A password theft alone is no longer enough to access data and services, and without the additi onal physical element needed, a cybercriminal will encounter more challenges to succeed in his att ack (Ghiorzoe, 2014).
Thus, the purpose of multi -factor authenti cati on is to create an extra layer of defense and decrease the feasibility that an unauthorized person will be able to access a target, such as a physical locati on, a computi ng device, network, or database (Rouse, 2015) . If one of the factors is compromised by a hacker or unauthorized user, the chances of another factor also being compromised are low; therefore, requiring multi ple authenti cati on factors provides a higher level of assurance on the user's identi ty (Dacanay, 2017) .
Although traditi onal 2FA authenti cati on soluti ons using smartphones and SMS messages can add an extra layer of security, they are not failsafe as a security researcher has released a tool that can bypass a host of two-factor authenti cati on (2FA) schemes widely used across platf orms such as Gmail and Yahoo (Afi fi -Sabet, 2019). Industry 4.0 complex systems will require a more robust security soluti on (Lin et al., 2018) . Thus, it is fundamental to have an alternati ve and impenetrable way of multi -factor authenti cati on that ensure informati on security. One of the innovati ve technologies being used and studied for this matter is blockchain.
Blockchain
The term "blockchain" is used to refer to a data structure that can be defi ned as an ordered list of blocks, where each block contains a small (possibly empty) list of transacti ons, and each block in a blockchain is "chained" . Via this chain, each piece of data can be traced back towards its primary source. The data system itself, therefore, provides the trust (Horenberg, 2017) . In this case, the blockchain cannot be deleted or altered without invalidati ng the hash chain . As can be seen in Figure 2 . It is an integrated constructi on of infrastructure in several fi elds, composed of six key elements: decentralizati on, transparency, open source, autonomy, immutability, and anonymity (Lin and Liao, 2017) .
Instead of having a central administrator like traditi onal databases, a blockchain is a distributed ledger that exists across several locati ons or among multi ple parti cipants, synchronized using the Internet, and visible to anyone within the network (Arcos, 2018) .
A blockchain is a distributed database that maintains a growing list of data records that are protected against tampering and revision, even by operators of the data storage nodes (Fanning and Centers, 2016) . The blockchain contains a certain and verifi able record of each transacti on made in its network (Crosby et al., 2016) .
Thus, Pilkington (2016) apud Chicarino et al. (2017) defi ne blockchain as: "[...] a concept aimed at decentralizati on as a security measure. They are distributed and shared records and databases that have the functi on of creati ng a global index for all transacti ons that occur on a given network. It works as a ledger, only in a public, shared and universal way, which creates consensus and trust in direct commu-nication between two parties, that is, without the intermediary of third parties. It is constantly growing as new complete blocks are added to it by a new set of records. The blockchain can also be used for supply chain communications, smart contracts, digital identity management, and several other applications" (Pilkington, 2016) .
The idea of a distributed and resistant network to attacks and attempts of fraud and tampering is remarkably interesting for permanent and unalterable storage of data of any nature (Lucena and Henriques, 2016; Cai and Zhu 2016) .
In this sense, one of the advantages of using blockchain for data storage is the confidence generated, seeing that the data contained in it cannot be erased. A zone of credibility is created on the system, which allows the transactions performed to be considered as integral and legitimate Garrote and Pazos, 2018) .
Applications of Blockchain Technology
Industry 4.0 technologies can offer many advantages; however, it requires effective integration of many technologies and systems, and seamless operations across all components of the chain, which creates many challenges regarding trust, traceability, and reliability. Nonetheless, several of these challenges can be addressed using blockchain (Zhou et al., 2015 apud Mohamed and Al-Jaroodi, 2019) .
For the operation of a blockchain, a decentralized peerto-peer network is crucial, since in this way all changes (additions) in it can be checked and accepted (or rejected) by most of the peers, thus preventing the insertion and consolidation of incorrect information (Swan, 2015) .
Transactions are stored in blocks interconnected to one another, and each block is connected to only one block before it, resulting in a sequential chain of blocks in which before being added to the chain, each block is validated by a computational mathematical process called mining (Garay et al., 2015) .
The peer-to-peer network is decentralized and relies on its users to function because their information is not stored on a central server, and each user shares pieces of information with other network users, ensuring greater scalability (availability, connectivity, and performance), adaptation to failures, acceleration of communications, and reduction of costs related to infrastructure (Pourebrahimi et al., 2005; Antunes et al., 2015) .
The blockchain concept is capable of accomplishments far beyond a technological innovation seen that it can change the way of conducting business centrally to a decentralized form. It thus confers trustworthiness to the execution of transactions between distributed and mutually unreliable agents, without the necessity of an intermediate entity trusted by both (Chicarino et al., 2017; Shyamasundar and Patil, 2018) .
Industry 4.0 denotes the flexibility of products and services to be shared over the Internet or other networks, and it is expected to attain the circumstance of decentralization and self-regulation offered by blockchains (Tama et al., 2017) .
Blockchain technology is a catalyst for emerging use cases in the financial and nonfinancial industries such as industrial manufacturing, supply chain, and healthcare. Additionally, it can play a pivotal role in transforming the digitization of industries and applications by enabling secure trust frameworks, creating agile value chain production and tighter integration with technologies such as cloud computing and IoT (Ahram et al., 2017) .
Blockchain refers to a technology rather than a particular product, and its applications are already diverse (Arcos, 2018) . Some of the key information security challenges can be addressed by using the decentralized, autonomous, and trustless capabilities of blockchain (Kshetri, 2017) .
This technology can be used for data management to store and ensure the privacy of enormous quantities of personal and sensitive information (Zyskind et al., 2015) .
Blockchain technology can benefit businesses that deal with costly, slow, or unreliable transactions, or ones that serve markets with underdeveloped payments systems or large numbers of unbanked customers (Rabah, 2017) .
The service sector is one of the major beneficiaries of the blockchain, insofar as from its use, two anonymous parties can do business with each other, through the Internet, with encryption to provide the necessary security and guarantee the inalterability of transaction, reducing the risk of third-party violation or human error (Dinh et al., 2017) .
The blockchain technology has remarkable advantages related to automation, transparency, auditability, and cost-effectiveness that can contribute to saving costs and improving efficiency by allowing payments to be finished without any bank or any intermediary. Moreover, it can be used in several financial services such as digital assets, remittance, and online payments, which may represent a disruptive innovation for many varieties of contracts and business activities (Atzori, 2015) .
These characteristics presented by blockchain can be beneficial to companies that deal with data authenticity Brazilian Journal of Operations & Production Management Volume 16, Número 2, , pp. 281-293 DOI: 10.14488/BJOPM.2019 and can be used for the purpose of proof of identity, as it not only stores data that can be used to identify someone or something, but also provides basic security concepts for identification and authentication (Drescher, 2018) .
Hydro Raindrop MFA
The Hydro platform enables organizations to utilize the capabilities of blockchain technology to ensure the security of information, transactions, confidential documents, and more. It is implemented in Ethereum's blockchain network, a public open-source blockchain platform launched in 2015.
Built on Hydro's distributed public ledger, there is a blockchain-based authentication service called Hydro Raindrop. This service provides an extra layer of security that helps verify that an access request is coming from an appropriate source. Hydro Raindrop provides a way to improve off-chain authentication protocols by incorporating blockchain mechanics as a component of a single-factor or a multiple-factor authentication process.
This novelty can create a useful security layer to help prevent system violations and data breaches because the distributed, public, decentralized nature of the Ethereum network blockchain ledger adds a new step that can make authentication more robust.
Thus, with Hydro Raindrop, authentication can leverage the power of blockchain technology and be applied as a precondition that interacts seamlessly with standard off-chain processes.
Because the ledger is in a distributed and decentralized network, transaction processing is not subject to single points of failure. This activity on blockchain provides reasonable security against failures since the transactional aspect of the Hydro Raindrop server can remain functional without relying on any trusted party. The public nature of the ledger also ensures that any party (whether a private system or a verified user) can monitor authentication attempts from anywhere in the world in real time. Blockchain technology offers transparency through the value chain (Arcos, 2018) . Such a level of transparency is a substantial advantage, particularly when it comes to authentication systems that house sensitive and expensive data.
METHOD AND STUDY OBJECT
A qualitative research is exploratory, and researchers use it to explore a topic with the purpose of familiarizing themselves with a subject that is to be further examined (Creswell, 2009; Cooper and Schindler, 2013) . Thus, this study consists of an exploratory research in which the authors acquainted themselves with a topic that needs to be investigated. This research seeks to deepen knowledge about information security and multi-factor authentication technology. In addition, this study has a qualitative approach where researchers collect data themselves through examining documents, observing behavior, or interviewing participants. They may use an instrument for data collection, but the researchers are the ones who gather the information without the need of using or relying on questionnaires or instruments developed by other researchers (Creswell, 2009) .
Regarding the means of investigation, the field research, according to Vergara (2009, p. 43) , is an: "empirical investigation carried out in the place where a phenomenon occurs or occurred or that has elements to explain it. It may include interviewing, questionnaire application, testing and participant observation or not." The data for this analysis was therefore obtained in a field research in which the researches implemented a multi-factor authentication plugin based on the blockchain technology offered by The Hydrogen Technology Corporation and Project Hydro platform on a WordPress website. It is also based on the documentation available regarding the Hydro Raindrop authentication plugin, data encryption, blockchain technology, and information security.
For the purpose of this study, a template webpage was created by the researchers using the WordPress website builder, and the page was hosted for free on the hosting service offered by 000webhost.com. The website object of this study can be accessed through the URL "ssiifsp.000webhostapp.com."
This method of research allowed a confrontation between theoretical knowledge guided by bibliographic references that exposed the positioning of authors who deal with studied subjects from different perspectives and the facts of reality, which were examined by the researchers while performing the implementation of the Hydro Raindrop authentication plugin on the test website.
According to the Merriam-Webster Dictionary (2019) , empirical means "based on observation or experience." Therefore, this study's data was analyzed based on the researchers' empirical experience during the use of the authentication tool. The researchers have examined different documents regarding information security, blockchain technology, and the Hydro Raindrop MFA plugin. Moreover, performance tests were carried out on the plugin along with internal group discussions to evaluate their findings and observed experience with respect to the use of the Hydro Raindrop MFA plugin as an authentication tool.
regarding information security and to use empirical experience to analyze the possible advantages and disadvantages of using the blockchain based plugin Hydro Raindrop MFA as a multi-factor authentication solution to guarantee the safeguard of information during user-authentication proceedings.
HYDRO RAINDROP CONFIGURATION
The Hydro MFA plugin adds another layer of security to websites or apps using the blockchain-based authentication layer. It is designed to work immediately, providing unmatched security standards for sites and their users. To activate the Hydro Raindrop MFA plugin from the administrator side of a website or application, some configuration steps are necessary.
First, the administrator must create an account on Hydrogen's website "hydrogenplatform.com" and then request access to the production APIs. After access is approved by Hydrogen, the administrator must generate a Client ID, Client Secret, and Application ID, as can be seen in Figure 3 .
In the WordPress dashboard, the administrator must go to the plugin tab, perform a search for the Hydro Raindrop MFA plugin, and install it. After installing the plugin, the administrator must navigate to Hydro Raindrop MFA Plugin Set- Source: The authors (2018) . Volume 16, Número 2, 2019 , pp. 281-293 DOI: 10.14488/BJOPM.2019 ti ngs and enter the data obtained in the Hydrogen account dashboard regarding its use: Applicati on ID, Client ID, Client Secret, and the plugin is ready for use, as shown in Figure  4 . However, for the plugin to work properly, the webpage or applicati on on which the plugin is being confi gured must have SSL (HTTPS) enabled and PHP 7.0 or higher.
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Setting up Hydro Raindrop on a Smartphone.
For the acti vati on of the Hydro Raindrop MFA plugin on the user side, some confi gurati on steps are mandatory. Users of the website or applicati on on which the multi -factor authenti cati on plugin is to be implemented need to download the Hydro applicati on from any app store. The Hydro applicati on is free and available for Android and iOS smartphone users.
To connect the Hydro applicati on to the service in which the authenti cati on plugin was confi gured, users must authenti cate to the website with their "login and password" credenti als as usual. However, aft er they have logged in, the Hydro Raindrop MFA plugin confi gurati on page should be displayed so that users who wish to confi gure this plugin as an extra layer of security can inform the unique identi fi cati on data generated in the Hydro applicati on. In the Hydro ID profi le fi eld displayed on the page, users need to enter the Hydro ID generated on their mobile applicati on Hydro App, as seen in Figure 5 . Aft er the submission of the Hydro ID in the requested fi eld, the website will display a 6-digit code, as Figure 6 displays. Aft er that step, users must enter the 6 digits displayed on the website into the Hydro App on their mobile devices, as shown in Figure 7 , thus establishing a secure connecti on and connecti ng the smartphone device to the website plugin. As a result, the token will be validated by the app through a process of consulti ng the Hydro blockchain, and the website or applicati on on which the authenti cati on plugin is being confi gured will be enabled to support multi -factor authenti cati on based on blockchain. That can be seen in Figure 8 . Source: The authors (2018) .
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Volume 16, Número 2, , pp. 281-293 DOI: 10.14488/BJOPM.2019 After this configuration process is finished, on any occasion that a user wants to log into the website on which the process was carried out, it will not only require username and password as usual, but also the user will need to enter into the Hydro App a randomly generated security code. That code is displayed on the page after their username and password are accepted. This method consequently provides an extra layer of protection.
RESULTS
After examining the documents related to the Hydro Raindrop MFA plugin and the theoretical references related to information security and blockchain technology, along with performance tests on the plugin and group discussions, the researchers concluded that Hydro Raindrop enables new and existing private systems to seamlessly integrate. Furthermore, it leverages the immutable and transparent dynamics of a public blockchain, using cutting-edge encryption to protect user accounts, documents, applications, transactions, payments, and more.
The Hydro Raindrop MFA Plugin showed to be an innovative solution using blockchain technology, which is in the vanguard of data security solutions and might subsidize the protection of vital data and information that have essential value for countless organizations of the industry 4.0.
Some advantages of the Hydro Raindrop multi-factor authentication plugin that could be verified during testing is that it provides an extra layer of security for users employing secure blockchain technology encryption. That is due to the fact that the data used to validate the users' access is stored in a public and decentralized database, thus guaranteeing its functionality and reducing the possibility of the service being down. That is on account of the fact that the information is saved in a decentralized way without a single point of failure, which is positive for information security according to Antunes et al. (2015) .
The application generates a unique ID, which is saved in a public blockchain. Once the information has been permanently saved in the blockchain, when the user wants to authenticate or log into a site, the Hydro Raindrop application queries this data in the blockchain. If the information is true, the application validates the access. This consultation process has no costs, which has a positive impact for businesses as it is important to secure data and also to reduce authentication costs, which was a matter also discussed by Claessens et al. (2002) and Antunes et al. (2015) . There is only one cost when the user sets up the application for the first time on the device and their ID is recorded in the Ethereum blockchain. Nevertheless, this cost to record the information in the blockchain is borne by the company Hydrogen. It does not incur costs to the users of the authentication platform, nor to the administrators of the services that use the plugin. This is one of the main advantages relating to the use of smart contracts and the blockchain technology, as they have the potential to significantly reduce transaction costs, which are key factors to the New Institutional Economy (Gomes, 2018) .
The application has proven to be secure because in the traditional 2FA authentication process users are required to inform the unique access codes (OTPs) generated on their smartphone devices, web pages, or applications, thus allowing this data to be collected by hackers. However, the authentication process through the Hydro Raindrop application differs from the most common 2FA authentication methods available on the market, since once the user has entered their access credentials on the website or service that they wish to access, a unique OTP number sequence will be displayed on the access page. This sequence must be informed by the user on his mobile application Hydro App. This process therefore reduces the possibility of unauthorized access and data leaks because even if users enter their access credentials on a fake page in a phishing attempt, the website will not have the Hydro Raindrop plugin configured, and access will not be accomplished.
In this way, as the authentication process using the Hydro application occurs differently, it ensures that login information is exchanged over a secure connection to an official website or application. Unauthorized access by hackers or their attempt to capture information login through the use of phishing pages, which would circumvent the risks of automated phishing attacks highlighted by Kan (2018) and Afifi-Sabet (2019), is inhibited.
As the configuration of this solution occurred by installing preconfigured plugins, the time elapsed for the installation and configuration process was inferior to 10 minutes. Moreover, it was simple and fast, requiring no prior knowledge of any programming language or development skills.
In addition to plugins for WordPress pages, the Project Hydro and the Hydrogen company offer plugins for other platforms such as Joomla, Drupal, Shopify, Salesforce, Magento, and others. The company ensures that the installation of this solution in any website or application takes less than an hour, which facilitates the implementation of this extra layer of security in several platforms.
The Hydro Raindrop application demonstrates having some characteristics as a backup of the access data, where in case of damage, change, or loss of the smartphone device, the user can retrieve the authentication codes referring to the websites and applications in which Hydro Raindrop is synchronized as means of multi-factor authentication. Addi-tionally, the application has Face ID and PIN protection, and the application is implementing other identity and security features such as identity management, document signing, electronic payments, and more. These features are not presented by other well-known applications available on the market, such as Google Authenticator and Authy.
CONCLUSION
In the digital era, huge volumes of information are collected, stored, and analyzed daily by companies; it is clear that information is an important asset in the fourth industrial revolution. For this reason, modern businesses need to have their data protected to keep their capacity to make informed decisions and to keep the safeguard of tangible assets like money, digital currencies, patents, documents, and more.
Information security and user authentication through multi-factor methods are broad topics. The most widely used authentication methods (logins and passwords) may be susceptible to various attacks, and it is imperative that information systems administrators become aware of these threats and take steps to avoid the possibility of attacks on data security and organization resources. This paper examined a MFA multi-factor authentication method that uses blockchain technology to protect access to websites and applications over the Internet. The results of the analysis of the implementation of the Hydro Raindrop multi-factor authentication plugin on a test page created on WordPress show that the proposed solution provides an extra layer of security to control access to pages created with WordPress. Moreover, it shows that this solution can be advantageous if implemented on many other websites and applications of several types. This authentication solution is at the forefront of cybersecurity and offers the fundamentals and advantages of an inexpensive implement that can be a competitive tool for numerous organizations in the new digital economy. The use of this plugin can bring many benefits considering its use has proved simple, its implementation does not entail costs for its users or system administrators, and it eliminates the need to use additional hardware for the security of information assets. In this way, the solution can ensure information security by avoiding most of the vulnerabilities found in authentication methods available on the Internet.
The discoveries of this study can contribute to entities concerned about information security and lead to further studies of other plugins or similar solutions available on the market on other types of websites along with performance tests and comparisons between those solutions. These may be useful as a suggestion for future works to contribute to cybersecurity and scientific research.
The use of decentralized technologies such as blockchain and the Hydro Raindrop Plugin can be helpful in the process of user authentication, which can fortify the protection of information and assets of individuals and organizations by impeding or reducing the chances of a cybercriminal attack to be effective.
It should be noted that there are no fully secure and vulnerability-free environments. Thus, it is imperative that technology and information security professionals use security solutions in organizations in the process of user authentication, as multiple factors of security policies that must be followed and monitored constantly.
Information security starts with user authentication. One method involves traditional login methods demanding user and password, such as using multiple authentication factors as authentication through specific hardware using tokens, smart cards, and smartphone devices to validate users' access. Another method is through biometrics, which uses a person's physical or behavioral characteristics as a way of identifying them uniquely. In addition, other security measures can be implemented, such as location and time factors, making it impossible to access systems and data in case of attempts of access at unusual times and from uncommon locations.
Although today's authentication systems are constantly improving, thus becoming more modern and secure, a relevant element to be considered in relation to information security is the human factor. Even with strict security policies and systems, the human factor might still be the less secure point in an information security system, as humans can be affected by social hacking techniques. In these cases, individuals with malicious intentions attempt to gain access to restricted information or to physical spaces without proper permission. Therefore, it is imperative that information technology managers constantly inform employees of organizations through training and communication, elucidating the reasons for using these extra authentication factors. This education ought to happen in order for the ultimate goal to be achieved, which is to enable the authentication of users with security and preserve the integrity of information and resources of companies and individuals.
